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1>  What sheodd T ek For in o Wireghovk Capture 7
ANS. || When ono\g-z.‘mg o wireshork captore v sheuld, j1oole For
“+he Fn'\\ow‘mj L -
(-ﬂ Seuvte and Destinoton IP Addvess
- Vo 143!’\{11:3 wht  §s Cbmmuﬂ'\co%ng vrth whem
© Melps 8 detect ynknown ( connection G- unknewn seurce
oY destinahon.

() Protorols Used - _ r -
. ._ . Chetlks whethey  the tvo¥¥ic . is (complies \m*\) TCP,UDP , ITMP
eke. -
. Suspitiovs P;r;;{ocols mmé ndicate attacks.

| (3) Po"_rk Num bers. . .
- Inspechng -the (Qpen povts Yo -{den-h'?\lj unexpected <vaffic
10 the  Ton -stando~rd po?*’b".

(f-q) Un-ufua\ tvaitie Patterns _
-Suaa_e'n spikes yepeated ye-transmission | oY excessive

. | bveudcast pocke\.—s con mdicate . attocks.

I(_r..) Un-Encrypted Sensitive Data .
«Check ,F pusSmmdS,en\n'\\s (3% pevitma\ data ove bein
senX  an plain —ext | whith  woold  indicote mITm Attack.

(c) Suspicious Payleads.
InspecHn porko.-\' content Yor maliciouvs S;jﬂu&uva; can
allow vs to {Acn’ﬁﬂj souree pF  Altavi.

&3,> How do you  Analyze Pocvet Captvves ?

ANS. Fn“nwir\j ave -the sieps Jo P\f\u\g—lg the  pPyewet Captuves:-
-
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| (30 Open the Coptuve File,
I - Lovd dhe ‘PLOp  OY Lpconng e inds  Wive Shearl<,

= %% 38 Sond p-rud\te 1o a%n\o cQP"tUY,ﬂg before bes'.nnan%
4he petoiled Qnu\jans

(2) Chetl ' Overview Stakstics,

— Ase Stakistcs -—‘;Summuﬁrg 16 Yook o% +ota) Pc.clt.e_lcs}clum-\'ion:

I ?n\JeYdSe_ pot\(e-k siae e te.

| - Break down tvaFfic by protecol hievarchy whith heps
Yoo undevstand what wWind 8 4vafhic ove in +‘n‘-‘3®

copture.

(8) Tdentify Hhe ey Conwersakion.
- T_“‘ONH&E&TQ o SiuHS’HCS - Canvevsu"r‘\ﬂf\)Eﬂa points to see
whith TP, MAC' Addvess or pyvis 0OYe commuﬂic&ﬁn%

fhog'\: .

(L,) Exomine Suspicious Pﬁc\-te’t‘&.
| = Click on individva| patlkets Yo view packet lisi, details.
| = Look ¥or- Rﬁpﬂ\_o\ics like ~vetvonsmissHion ,sospreiovs .

PoSLnudS. i \

) Dogcume nt Fmdmfjs

| = Note beown -the SuSP;uauS IP's , perts or Rnomalies.

- ExpovY¥ Filtered pockels caprores  Yor «repo-r{%ﬁ% o
deepey Forvensics 'ln\léa"r'\gfc.\ﬁhﬁ.

e COMNQUSTON . —
—>| Hence, We vsed WiveShovk teo) o perfForm Fc\cke-\
P«na\as‘is‘ onad \Ju\nevubi\i\-é fAssessment -
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